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1
Decision/action requested

This contribution proposes some evaluation criteria to key issue#1 and conclusion recommendation.
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Rationale

The study on AKMA phase 2 has come to a stage where evaluation should be made to progress the conclusion on key issue #1 Support for AKMA roaming scenario.
This contribution first proposes some fundamental criteria to evaluate solutions, then analyzes the existing solutions based on the proposed criteria followed by the proposed conclusion.
4
Detailed proposal

4.1 Fundamental criteria to evaluate
According to the security requirements in key issue #1, the following requirements should be met.
“The AKMA architecture shall support the above mentioned AKMA roaming cases.
AKMA service shall be made to comply with the LI requirements. “
The mentioned AKMA roaming cases are:
Case 1: UE is in VPLMN and accessing an internal HPLMN AF 

Case 2: UE is in VPLMN and accessing an internal VPLMN AF

Case 3: UE is in VPLMN and accessing an external AF in the Data Network (Internet)

Note: The single solution does not need to solve all of the three cases.
Apart from the above requirements, the following fundamental criteria should also be considered when evaluating the solutions:
1. Solutions should consider the cases where VPLMN does not deploy AKMA, i.e., there could be no vAAnF deployed.  It is better that the single solution considers both the cases of VPLMN deploys AKMA or not. If the single solution only considers one case, solution combination should be considered to cover both the cases, but the combination should avoid compatibility issues.
2. According to the architectural assumption described in clause 4.3 [1], for Case 2 and Case3, the AF should contact hAAnF via NEF to request key materials.
3. Solutions should consider backward compatibility issues, e.g., Assuming the VPLMN deploys AKMA rel-17, e.g. KAKMA is derived based on KAUSF without any requirements to AMF, if for rel-18, KAKMA for the inbound UEs are derived based on KSEAF, the backward compatibility issues to AMF/SEAF need to be considered. Thus the solution should not have impact to the existing NF in VPLMN.
4. According to the Work Item Description, the solutions should not have UE impact [2].
4.2 Solutions comparison and evaluation

	
	Case 1
	Case 2
	Case 3
	Analysis

	Solution 1  
	Y
	
	Y


	criteria all met

	Solution 2 
	
	Y 
	Y
	Doesn’t mention LI, but could be combined with solution 4.

	Solution3 
	Y
	
	
	Not complete: how UPF obtain the Key from HPLMN is FFS

	Solution4 
	
	Y
	
	Criteria all met

	Solution5  
	
	Y
	
	Only considers VPLMN deploys AKMA,

LI aspects missing

	Solution6  
	Y 
	
	
	Criteria all met

	Solution9
	
	
	Y
	Not complete: how UPF obtain the Key from HPLMN is FFS

	Solution 10  
	Y
	Y
	
	Backward compatibility issues, doesn ‘t consider VPLMN does not deploy AKMA

	Solution 11
	
	Y
	
	doesn ‘t consider VPLMN does not deploy AKMA;

LI aspects missing

	Solution 12
	Y
	
	
	doesn ‘t consider VPLMN does not deploy AKMA;

LI aspects missing

	Solution 13
	
	Y
	
	doesn ‘t consider VPLMN does not deploy AKMA;

LI aspects missing

	Solution 14
	Y
	
	Y
	Has UE impact


Note: solution 8 is not considered at the moment, since it’s a technical detail which could be analyzed further after the basic architecture and procedures are decided.
4.3 Proposed conclusion on key issue#1
For case 1: solution 1 and solution 6 are the basis for normative work, whether AF pushes the key to VPLMN directly or AF pushes the key via hAAnF could be decided at the normative phase with further analysis.

For case 2: solution 2 and solution 4 are the basis for normative work.

For case 3: solution 1 is baseline used for normative work.
